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Prerequisites

Service Principal

During installation, a service principal is required which is used to create an app
registration, which is required for the user login.

This required service principal can be created as follows via the Azure Portal:

1. To do this, navigate to the Azure portal
2. Navigate to EntralD (formerly called Azure AD)
3. Create a new app registration under the App Registrations tab.

= doubleslash.de | App registrations
vlicrosoft Entra ID
2

New registration Endpoints Troubleshooting Refresh Download Preview features | e

-, =
© Oveniew

#® Preview features
i Starting June 30t 0 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and
x Diagnose and solve problems Azur; Active Directory Graph. _Wr:.wil\ ccrntinu»': to provide technical s_upp‘:»rt and secu.rity_updzftes but we will no Io.nger
provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft
Graph. Le ore
Manage

A Users
All applications Owned applications  Deleted applications
& Groups
8 External Identities filt . o add filters
Roles and administrators
n i
Administrative units
Display name T Application (client) ID  Createdon T, Certificates & secrets
# Delegated admin partners
% Enterprise applications

Devices

& App registrations

# Identity Governance

4. Now select a meaningful name and Single Tenant Application and confirm
your entry with the Register button. Make a note of this name as it will be
required later during the installation.

Register an application -

2y name for thi- ~oplication (this can be changed later).
1

re Pa: are Demo

Supported account types

onal directory only (doubleslash.de only - Single tenant)
any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

any organizational directory (Any Microsoft Entra ID fenant - Multitenant) and personal Microsoft accounts (e.g. Skype,

(O Personal Microsoft accounts only

Redirect URI (optional)

y authenticating the user. Providing this now is optional and it can be

Select a platform P ‘ 5

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from




5. Now navigate to the API permissions in the app registration you have just
created and give the service principal the necessary authorizations required to
install the app.

Secure Password Share Demo | API permissions

Refresh | Got feedback?
» Overview

& Quickstart

The "Admin consent required” column shows the defauft value for an organization. However, user consent can be customized
A Integration assistant rmission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will

Manage

& Branding & properties Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The

AL of configured pe ions should include all the permissions the application needs.

¥ Certificates & secre
Add a permission

il Token configuration

— API / Permissions n... Type Description Admin consent req... Status

API permissions
@ Expose an API
S App rok Delegated  Sign in and read user profile No
pp roles
& Owners
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, t

& Roles and administrators ’ ‘ 3 (IR R J T
B Manifest

support + Troubleshooting
Troubleshooti

& New support request

6. First delete the automatically created permissions and confirm the action with
Yes,remove in the pop-up dialog that appears.

Secure Password Share Demo | AP| permissions

Refresh | Got feedback?

w» Overy

& Quickstart
i’ The "Admin consent reguired” column shows the default value for an organization. However, user consent can be customized
# Integra er permission, < column may not reflect the value in your organization, or in organizations where this app will

Manage

& Branding & properties Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The

AR e of configured permissions should include all the permissions the application needs.

¥ Certificates & secrets
Add a permission
fli Token configuration
- 1 API / Permissions n... Type Description Admin consent req...  Status
API permissions
@ Expose an API
s Delegated  Signin and read user profile  No -
& Owners
_ To view and manage consented permissions for individual apps, as well as your tenant's consent settings, te
& Roles and administrator: & BE 5 =
Roles dministrators -
M Manifest

Support + Troubleshooting
Troubleshooting

A& New support request

Remove permission

. This scope is required for proper application functionality.

Are you sure you want to remove Microsoft Graph — User.Read from the configured permissions for Secure Password
Share Demo?

Applications are authonzed to call APls when they are granted permissions by u dmins as part of the consent process. The list
of configured permissions should include all the permissions the application needs.

Add a permission

API / Permissions n. Description Admin consent req.

Delegated  Sign in and read user profile  No




7. Now add the required authorizations to the Graph Api so that the principal can
create new applications and read their properties.
a. Open the Add Permission dialog:

Secure Password Share Demo | API permissions

as part of the consent process. The ist

b. Select the Graph API.

Request APl permissions

Select an API
Microsoft APls  APls my organization uses

Commonly used Microsoft APIs

Microsoft Graph

se with open APls

c. Select Application Permissions:

Request APl permissions

Microsoft Graph
https://graph.microsoft.com/

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

d. Search for Application, select the permission
Applications.ReadWrite.OwnedBy and confirm the entry with the Add
permissions button. This allows the principal to create new service
principals/app registrations, but only read the applications created with

this service principal.



Request APl permissions

Microsoft Graph
https://graph.microsoft.com/

What type of permissions does your application require?
Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions
application
Permission Admin consent required

Application-RemoteDesktopConfig

« Application (1)
Application.Read.All
Read all applications

Application.ReadWrite.All
Read and write all applications

Application.ReadWrite.OwnedBy
Manage apps that this app creates or owns

Palicy

e. Grant permissions for the tenant (you need Global Admin rights for this)

w» Overview

& Quickstart
i The "Admin consent required” column shows the default value for an organization. However, user consent can be customizec
alue in your organization, or in organizations where this app will

# Integration assi
Manage

| T S Configured permissions

Applications are authorized to call APIs when they are granted pen ions by usersfadmins as part of the consent process. The list
of configured permissions should include all the permissions the application neads.

t

I.I Token configuration

Add a permission Grant admin consent for «=

. API / Permissions n... Type Description Admin consent req...  Status
AP permissions

@, Expose an API
PR Application  Manage apps that this app .. Yes i Not granted for
pp roles
& Owners
N e ek Tt To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try
0l C 51 ] =

M Manifest
Support + Troubleshooting

Troubleshooting

& New support request

If the Admin Consent was successful, the status should be marked with
a green tick.

API / Permissions n... Type Description Admin consent req... Status

Application Manage apps that this app ¥ Granted for




8. Create the client secret.

Add a client secret

¢ Secure Password Share Demo | Certificates & secrets

Description
Got feedback? Expires Recommended:

% Overview
Credentials enable confidential applications to identify themselves to the authentication serviee when receiving tokens at a web addressable loc:

& Quickstart
| of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant

Manage
i) Application registration certificates, secrets and federated credents
& Branding & properties
Authentication
Certificates (0}~ Client secrets (0)  Federated credentials (0)

¥ Certificates & secrets
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
ili Token configuration
AP| permissions New lien
@ Expose an API Description Expires 5 Secret 1D
App roles _
No dlient secrets have been created for this applici
& Owners

4 Roles and administrators

Bl Manifest

Support + Troubleshooting
Troubleshooting

& New support request

9. Remember the secret for app deployment.
ificates (0) Client secrets (1) Federated credentials (0)
string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

w client secret

Description Expirs ) Secret ID

mysecret 6/19/2024 1 | face6f55-a7e2-46fa-bda3-e19b56337eec




Marketplace Installations Wizzard

Basics

Create Secure Password Share

Basics

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription | edge.secunetAG.onmicrosoft.com

- |

Resource group

Instance details

Region West Europe

Managed Application Details

Provide a name for your managed application, and its managed resource group. Your application's managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Application Name |

Managed Resource Group | mrg-secure-p-20231222131457

On the Basics page, please fill in the fields as follows

(1) Resource group in which the app is deployed. Corresponds to a resource that
serves as an app reference and with which you can control the app and also
delete it if necessary. If this resource is deleted, all resources associated with
the app are also deleted.

(2) Azure region in which the resources are deployed. (recommended West
Europe)

(3) Name of the application Reference resource with which you can control the app
and delete it if necessary.

(4) Name of the resource group in which all necessary Azure resources such as
databases are deployed.



ServicePrincipal

On the Service Principal page, please fill in the fields as follows:

You now have the choice of either selecting an existing service principal or creating a
new one. If you followed the Prerequisites section and have already created a service
principal, please continue with Select existing.

If you have selected Select existing:

Select an application
reate Secure Password Share

ry changing or adding filters if you don't see what you're looking for. Selected (1)

3

Service Principals

Search

Secure Password Share Demo EEE Secure Password Share Demo
plication requires a service principal to have access to Azure AD to setup login and man: | 1 racuit found @ 6638deb0-3fac-45ea-9d84-28dd284adcad

Al Enterprise applications

Name Type Details
ication Level) or ApplicationReadWirite. OwnedBy (Application
)

pplication Leve] BE®  Secure Password Share Demo Entarprise ap... —— e P

AAD Access 1

Senvice principal type Select existing | (O Create new

2

Senvice principal

Create Secure Password Share

¥ Service Principals

i’ The application requires a service principal to have access to Azure AD to setup login and manage access to the
application.

ication Level) or Application.ReadWrite OwnedBy (Application
pplication Level)

- Il {Application Lev:

e e o T e B R S 8 S

AAD Access

Service principal type ect existi ) Create new

Service principal Secure Password Share Demo

Client Secret




a. Select Make a selection and a selection menu will open on the right-hand
side.

b. In the search field, please search for the service principal that you created in
the Prerequisites section.

c. Select the desired service principal.

Confirm your selection with the Select button.

e. Enter the Client Secret for the Service Principal that you created in the
Prerequisites section.

Q

If you have selected Create New:

Register an application
Create Secure Password Share

Name

The user-facing display name for this application (this can be

Service Principal:
ervice Principals changed later).

i The application requires a service principal to have access to Azure AD to setup login and manage access to the
application.
Supported account types
ice principal must have at least the permissions. Who can use this application or access this API? 4
h: P - -
Accounts in this organizational directory only (doubleslash.de

raph:
- Application.ReadWrite.All (Application Level) or Application.ReadWrite. OwnedBy (Applicatiol .
Please do not remove the service principal in future and sure the credentials are not ex only - Single tenant)

() Accounts in any organizational directory (Any Microsoft Entra
D tenant - Multitenant)

AAD Access 1

Service principal type () select existing Create new

Service principal Selecta prim:ip;z'

a.
b.
C.
d.

Register an app you're working on here. Integrate gallery apps and
other apps from outside your organization by adding from

Select Make a selection and a pop-up will open on the right-hand side.

Now select a name and a single tenant as the type of application.

Confirm your selection with the button Register.

A pop-up will now open in which you can configure the service principal. To do
this, please follow the instructions for creating a service principal in the
Prerequisites section from 5.

e. Now please close the pop-up with the X at the top right.

10



Secure Password Share Demo | API permissions

Refresh | Got feedback?

» Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.
& Quickstart

# Integration assistant
Ve The "Admin consent required” column shows the default value for an organization. However, user consent can be customized
ge per permission, user, or app. This column may not refiect the value in your organization, or in organizations where this app will

- . be used. L e
# Branding & properties

Authentication . -
Configured permissions

¥ Certificates & secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list
of configured permissions should include all the permissions the application needs.

I.] Token configuration

f. Enter the Client Secret for the Service Principal that you created in the
Prerequisites section.

Create Secure Password Share

Service Principals

The application requires a service principal to have access to Azure AD to setup login and manage acce:
application.

ion Level) or Applic dWirite OwnedBy (Appli
principal in future and mal e credentials are not

Service principal type Select existing Create new

Service principal Secure Password Share Demo.

Client Secret

11



Application Name

Create Secure Password Share

¥ Basics % Service Principals Application Name
Application Name Secure Password Share

Application Short Mame sps

On the Application Name page, please fill in the fields as follows:

(1) Name of the application as it should be displayed in the frontend.
(2) Abbreviation for the name of the application as it should be displayed in the
frontend, in case the name is too long for the display location.

12



Review + Create

Create Secure Password Share

Basics ¥ Service Princpals ¥ Application Name Review + create

Not covered by credits ()

TERMS

By clicking "Create™, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the off for support, billing and other transactional

activ Microsoft does not provide rights for third-party offerings. See the for additional
details.

Name
Preferred e-mail address

Preferred phone number

Co-Admin Access Permission

By checking the box and clicking "Create” | give permission for the template provider referenced above (the “Provider”)
to have Administrative-level access to one or more Azure resources in order to provide support and management
services for the template. In the event of an issue ansing from a Provider's s or failure to provide services, your
sole recourse is with the Provider. Unless Microsoft is the Provider, Microsoft (i) does not approve, monitor or manage
the Provider's access, and (i) bears no responsibility whatsoever for acts or omissions of a Provider.

1

1 agree to the terms and conditions above.

Service Principals

Application Name

On the Review + Create page, please fill in the fields as follows:

(1) Accept the Terms and Conditions
(2) Check your entries again and start the deployment with the Create button.

The application will now be made available for you — this may take a few
minutes.

13



Navigation zum Frontend

Once the deployment has been successfully completed, you can navigate to the
website using the following steps:

1. Navigation to the Managed App
a) Directly after deployment, you can navigate to the Go to resource button.
b) If you want to navigate to the user interface at a later time.

» Navigate to the resource group that you defined in the Marketplace
Installation Wizard on the Basics page in step 1.

» Navigate to the resource with the name you selected in the
Marketplace Installation Wizzard on the Basics page in step 3 have
determined.

2. Navigate to the Parameters and Outputs tab and copy the URL from the
output variable frontendUrl

=3 spsfinalpreviewtest | Parameters and Outputs %

—

5 Overview

1 0 parameters 2%

B Activity log Name Type parameter

Access control (IAM) location String

# Tags applicationMame String
applicationShortName string
Settings
1 managedEnvMame String
= Parameters and Outputs
containerAppLogAnalytics...  String
= Authorizations
) graphAccessAadClientld string
% Identity
graphAccessAadObjectid Array
1.1 Properties
graphAccessAadClientSec... SecureString
& Locks
suffix String

Monitoring prefix String

W Alers

1 output 2%

Automation
ils Tasks (preview) Name
B Export template frontendURL

Help

3. Now open the URL in your browser and you can use the application.

14



Anmeldung - Secure Password & X +

& (] @ frontend.=

© SecurePassword
=" Share

Passworter sicher Anmelden

VerSendeﬂ mlt < B® Bei Microsoft anmelden )
Secure Password Share.

D hutzbestimmungen 7
7 von Microsoft

Es gelten die
und Nutzung

Passwaorter, die mit Secure Password Share versendet werden,
kdnnen nur einmal und nur innerhalb eines begrenzten
Zeitraumes angezeigt werden. Zusatzlich werden alle Passworter Secure Password Share fiir dein

& Ende-zu-Ende-verschliisselt. Unternehmen?

Lizenzen doub\eSIash

FAQ Impressum ' Datenschutz & Nutzungsbedingungen &

If you would like to set up your own domain for your instance of Secure Password
Share, please contact us via info@secure-password-share.de and we will support

you free of charge!

End of the instructions
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