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Voraussetzungen

Service Principal

Wahrend der Installation wird ein Service Principal benttigt der dazu verwendet wird, um
eine App Registration zu erstellen, welche fir den User Login bendtigt wird.

Dieser bendtigte Service Principal kann folgendermalf3en Gber das Azure Portal erstellt
werden:

1. Nauvigieren Sie hierzu auf das Azure Portal
2. Navigieren Sie zu EntralD (fruher hiel3 es Azure AD)
3. Erstellen Sie eine neue App Registration unter dem Tab App Registrations.

= doubleslash.de | App registrations
cn alD 5

New registration Endpoints Troubleshooting Refresh Download Preview features
@ overview

#® Preview features
i Starting June 30 '0 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and
% Diagnose and solve problems Azure Active Directory Graph. We will continue to provide technical support and security updates but we will no longer
provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft
Graph. ore
Manage

Users

All applications Owned applications  Deleted applications

+ Groups

8 External Identities display or a ient) ID er 7 Add filters

Roles and administrators

n i
Administrative units i L § -
Display name T Application (client) ID  Created on T Certificates & secrets

4 Delegated admin partners
% Enterprise applications

Devices

% App registrations

'*. Identity Governance

4. Wahlen Sie nun einen aussagekraftigen Namen sowie Single Tenant
Application aus und bestétigen lhre Eingabe mit dem Register Button.
Merken Sie sich diesen Namen, denn er wird spéater bei der Installation
bendtigt.

Register an application -

Name

I e T T T I S T SR 5

Secure Password Share Demo
Supported account types

slash.de only - Single tenant)
ntra ID tenant - Multitenant)

ft Entra 1D tenant - Multitenant) an

onal Microsoft accounts only

Redirect URI (optional)

We'll retur the authentication response to t enticating the user. Providing this now is optional and it can be
changed later, but a value is required for mos

Select a platform

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from




5. Navigieren sie nun in der gerade erstellten App Registration zu den API
permissions hier geben wir dem Service Principal nun die nétigen
Berechtigungen, welche fiur die Installation der App bendtigt werden.

Secure Password Share Demo | API permissions

Refresh | Got feedback?
» Overview

& Quickstart

e default value for an organization. However, user cor be customized

can be
A Integration assistant ot reflect the value in your organization, or in organizations where this app will

Manage

& Branding & properties Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The st

TS of configured permissions should include: all the permissions the application needs.

ertificates & secrets
Add a permission
ilf Token configuration

— API / Permissions n...  Type Description Admin consent req...  Status
API permissions

@ Expose an API

s Ao rol Delegated ~ Sign in and read user profile No

i App roles -

& Owners

A\ e To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try
oles and administrators <

B Manifest
support + Troubleshooting

/2 Troubleshooting

& New support request

6. Zun&chst I6schen Sie bitte die bereits automatisch erstellten permissions und
bestatigen die Aktion mit Yes,remove im erscheinenden PopUp Dialog.

Secure Password Share Demo | AP| permissions

Refresh | Got feedback?
w Overview

& Quickstart
mn shows the default value for an organization, However, user consent can be
# Integration a: , user, olumn may not reflect the value in your organization, o in organizations where

Manage

& Branding & properties Configured permissions

Applications are authorized to call APIs when they are granted permissions admins as part of the consent process. The list

AR e of configured permissions should include all the permissions the appli

¥ Certificates & its
Add a permission

ili Token configuration
1

— API / Permissions n... Type Description Admin consent req... Status
API permissions
@, Expose an AP|

Delegated  Sign in and read user profile

App roles. Remove permission

& Owners
0\ o To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try
A Ts 151 S -

M Manifest
Support + Troubleshooting

2 Troubleshooting

A& New support request

Remove permission

. This scope is required for proper application functionality.

Are you sure you want to remove Microsoft Graph — User.Read from the configured permissions for Secure Password
Share Demo?

Applications are authonzed to call APIs when they are granted permissions by users/admins as part of the consent process. The list
of configured permissions should include all the permissions the application needs.

Add a permission

API / Permissions n... Type Description Admin consent req... Status

Delegated  Sign in and read user profile  No




7. Flgen Sie nun die bendtigten Berechtigungen auf die Graph API hinzu damit
der Principal neue Applications erstellen und deren Eigenschaften lesen darf.

a. Offnen des Add Permission Dialogs:

Secure Password Share Demo | API permissions

Refresh Got feedback?

A You sre editing

Add a p
API / Permissions n. Deseription

No permissions added

ven if they ve already done

ns as part of the consent process. The fist

Admin consent req...  Status

or individual apps, as well as

b. Wabhlen Sie die Graph Api aus

Request APl permissions

Select an API

Microsoft APIs  APls my organization uses My APls

Commonly used Microsoft APIs

e Azure Communication
Services
jences with
ure CPaa$ platform used
by Microsoft Teams

ge-scale parallel and HPC
in the doud

ecurity, and Windows 10.
int, Planner, and more

v
&® Azure Cosmos DB

L database with open APls

c. Wahlen Sie Application Permissions aus:

Request APl permissions

Microsoft Graph
https://graph.microsoft.com/

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Application permissions
Your application runs as a background service or daemon without a
signed-in user.




d. Suchen sie nach Application, wahlen die Permission
Applications.ReadWrite.OwnedByYy aus und bestatigen die Eingabe
mit dem Button Add permissions. Hiermit kann der Principal neue
Service Principals/App Registrations erstellen, jedoch nur die mit
diesem Service Principal erstellte Applications lesen.

Request APl permissions

Microsoft Graph
https://graph.microsoft.com/

What type of permissions does your application require?
Delegated permissions. Application permissions

Your application needs to access the AP| as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions
application
Permission Admin consent required

» Application-RemoteDesktopConfig

+ Application (1)
Application.Read.All
Read all applications

Application.ReadWrite.All
Read and write all applications

Application.ReadWrite.OwnedBy (-
Manage apps that this app creates or owns

> Palicy

e. Grant der Permissions fir den Tenant (Hierzu benétigen Sie Global
Admin Rechte)

w Overview

& Quickstart
i) The *Admin consent required® column shows the default value for an organization. However, user consent can be customized
permission, user, or app. This column may not reflect the value in your organization, o in organizations where this app will

# Integration assistant
be used.

Manage

| BT S i Configured permissions

Applications are authorized to call APIs when they are granted pen ons by usersfadmins as part of the consent process. The list

TR of configured pel ns should include all the permissions the application neads.

§ Certificates ts
Add a permission Grant admin consent for «=
I.I Token configuration
_ API / Permissions n...  Type Description Admin consent req...  Status
AP| permissions
@ Expose an API
App roles Application  Manage apps that this app ... Yes fh Not granted for
5.
& Owners
_ To view and manage consented permissions for individual apps, as well as your tenant's consent settings, ti
& Roles and administrator: P PP ¥ gs, try
oles C = ] 2

W manifest

Support + Troubleshooting

? Troubleshooting

& New support request



Wenn der Admin Consent erfolgreich war, sollte der Status mit einem
grinen Haken gekennzeichnet sein.

API / Permissions n... Type Description Admin consent req... Status

Application Manage apps that this app ...

8. Erstellen des Client Secret.

Add a client secret
¢ Secure Password Share Demo | Certificates & secrets
Description

‘ Got feedback? Expires

% Ovenview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable loc:

& Quickstart i
scheme). For a higher level of assurance, we recommend using a certificate (instead of a ciient secret) as a credential.

o Integration assistant

Manage
i) Application registration cer ind federated credentials can be found in the tabs below.

& Eranding & properties
Authenti
uthentica Certificates (0) ~ Client secrets (0)  Federated credentials (0)
¥ Certificates & secrets
Asecret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,
flf Token configuration
APl permissions New client secret
@ Expose an API Description Expires g Secret ID
¥ App roles y _ .
No dlient secrets have been created for this application.
2 owners
& Roles and administrators
W0 Manifest
Support + Troubleshooting
2 Troubleshooting

& New support request

9. Merken Sie sich das secret fiir das App Deployment
ificates (0) Client secrets (1) Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

New client secret

Description ire ) Secret ID

mysecret 6/ " | fac66f55-a7e2-46fa-bda3-e19b56337eec




Marketplace Installations Wizzard

Basics

Create Secure Password Share

Basics

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription ‘ edge.secunetAG.onmicrosoft.com

Resource group ‘

Instance details

Region West Europe

Managed Application Details

Provide a name for your managed application, and its managed resource group. Your application's managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Application Name |

Managed Resource Group ‘ mrg-secure-p-20231222131457

Auf der Seite Basics filllen Sie bitte die Felder wie folgt aus

(1) Resource Group in der die App deployed wird. Entspricht einer Ressource die als App
Referenz dient und womit Sie die App steuern kdnnen und bei Bedarf auch I6schen.
Wird diese Ressource geldscht werden auch alle zur App dazugehérigen Ressourcen
gelbscht.

(2) Azure Region in der die die Ressourcen deployed werden. (empfohlen West Europe)

(3) Name der Applikation Referenz Ressource womit Sie die App steuern und bei Bedarf
auch léschen kdnnen.

(4) Name der Ressource Gruppe in der alle notwendigen Azure Ressourcen wie
beispielsweise Datenbanken deployed werden.



ServicePrincipal

Auf der Seite Service Principal flllen Sie bitte die Felder wie folgt aus:

Sie haben nun die Wahl entweder einen existierenden Service Principal auszuwahlen oder
einen neuen zu erstellen. Sollten Sie im Abschnitt Voraussetzungen gefolgt sein und somit
bereits einen Service Principal erstellt haben, fahren Sie bitte mit der Auswahl Select

existing fort.

Wenn Sie Select existing ausgewahlt haben:

Select an application
reate Secure Password Share

Try changing or adding filters if you don't see what you're looking for.
3
Search

Secure Password Share Demo

Azure AD to setup login and man: | 3 o g g

Al Enterprise applications

Name Type

BEE  Secure Password Share Demo Enterprise ap...

AAD Access
Service principal type Select existing| (O) Create new

2

Service principal

Create Secure Password Share

¥ Basics ® Service Principals

i) The application requires a service principal to have access to Azure AD to setup login and manage access to the
application.

cadWrite OwnedBy (Applic

Il (Application Level) n
t remave the service principal in future and m8ke sure the credentials are not expired.

AAD Access

Senvice principal type Select existing () Create new

Senvice principal Secure Password Share Demo

Client Secret * (C

Selected (1)

BEE Secure Password Share Demo
W 6688deb0-3fac-45ea-9d84-28dd284adcad

Details




a. Wahlen Sie Make a selection aus und es 06ffnet sich auf der rechten Seite ein
Auswahlmeni

b. Im Suchfeld suchen Sie bitte nach dem Service Principal den Sie bei dem Abschnitt
Voraussetzungen erstellt haben.

c. Selektieren Sie den gewtinschten Service Principal

Bestatigen Sie lhre Auswahl mit dem button Select

e. Geben sie das Client Secret fir den Service Principal ein, das Sie bei dem Abschnitt
Voraussetzungen erstellt haben.

o

Wenn Sie Create New ausgewahlt haben:

Register an application

Create Secure Password Share

Name

The user-facing display name for this application (this can be
changed later).

Service Principals

ication requires a service principal to have access to Azure AD to setup login and manage access to the
application.

Supported account types

f\ This service principal must have at least the permissions. Who can use this application or access this API? 4
= tion.ReadWrite.All (Application Level) or Application.ReadWrite.OwnedBy {Applicati Accoun_ls in this organizational directory only (doubleslash.de
Please do not remove the service principal in future and make sure the credentials are not &: only - Single tenant)
() Accounts in any organizational directory (Any Microsoft Entra
ID tenant - Multitenant)

AAD Access 1 () Accounts in any organizational directory (Any Microsoft Entra
ID tenant - Multitenant) and personal Microsoft accounts (e.g.

Service pril () select existin: Create new
Service principal type \_/ & 9 e Skype, Xbox)

Service principal Select a princip-! rsonal Microsoft accounts only

Register an app you're working on here. Integrate gallery apps and
other apps from outside your organization by adding from

Wabhlen Sie Make a selection aus und es 6ffnet sich ein PopUp auf der rechten Seite
Wabhlen Sie nun einen Namen und eine Single Tenant als Art der Application aus.
Bestétigen Sie lhre Auswahl mit einem dem button Register.

Nun 6ffnet sich ein PopUp in dem Sie nun den Service Principal konfigurieren
konnen. Hierzu folgen Sie bitte der Anleitung fur das Anlegen eines Service
Principals im Abschnitt Voraussetzungen ab 5.

o oW
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e. SchlieBen nun bitte das PopUp mit dem X oben rechts.

Secure Password Share Demo | API permissions

Refresh \ Got feedback?

» Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart

# Integration assistant
i The "Admin consent required” column shows the default value for an organization. However, user consent can be customized

per permission, user, or app. This column may not refiect the value in your organization, or in organizations where this app will

Manage
# Branding & properties

Authentication - s
Configured permissions

Certificates & secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list

Token configuration of configured permissions should include all the permissions the application needs.

f. Geben sie das Client Secret fur den Service Principal ein, das Sie bei dem Abschnitt
Voraussetzungen erstellt haben.

Create Secure Password Share

Service Principals

i’ The application requires a service principal to have access to Azure AD to setup login and manage access to the
application.

This service principal must have at least the permi
h:

pi
eadWriteAll {Application Level) or Applic adWrite OwnedBy (Applicat
Please do not remove the service principal in future and make sure the credentials are not

AAD Access

Service principal type lect existing Create new

Service principal ‘Secure Password Share Demo

Client Secret

11



Application Name

Create Secure Password Share

| Basics % Service Principals Application Name
Application Name Secure Password Share

Application Short Name sps

Auf der Seite Application Name flllen Sie bitte die Felder wie folgt aus

(1) Name der Applikation wie sie im Frontend angezeigt werden soll.
(2) Abklrzung fur den Namen der Applikation wie sie im Frontend angezeigt werden soll,
fur den Fall, dass der Name fir den Ort der Darstellung zu lang ist.

12



Review + Create

Create Secure Password Share

@ Application Name Review + create

Serviee Principals

Application Name

Auf der Seite Review + Create flllen Sie bitte die Felder wie folgt aus

(1) Akzeptieren sie die Terms and Conditions
(2) Uberprifen so nochmal lhre eingaben und starten das deployment mit dem Create
button.

Die Applikation wird nun fir Sie bereitgestellt dies kann einige Minuten dauern.

13



Navigation zum Frontend

Wenn das deployment erfolgreich abgeschlossen ist kénnen Sie mit folgenden Schritten zur
Website navigieren:

1. Navigation zur Managed App
a) Direkt nach dem Deployment kénnen Sie auf den Button Go to Ressource
navigieren
b) Sollten Sie zu einem spateren Zeitpunkt auf die Benutzeroberflache navigieren
wollen.

» Navigieren sie zur Resource Gruppe die Sie im Marketplace Installations
Wizzard auf der Seite Basics im Schritt 1 festgelegt haben.

» Nauvigieren Sie zu der Ressource mit dem Namen aus den Sie im
Marketplace Installations Wizzard auf der Seite Basics im Schritt 3
festgelegt haben.

2. Navigieren Sie in den Tab Parameters and Outputs und kopieren Sie die URL aus
der Output Variable frontendUrl

== spsfinalpreviewtest | Parameters and Outputs

—

1 0 parameters ——
7 Overview
Bl Activity log s Type parameter

Access control (LAM) Earer B

# Tags applicationName string
applicationShortMame String
Settings
1 managedEnviMame String
% Parameters and Outputs
containerAppLogAnalytics... String
+ Authorizations
) graphAccessAadClientld String
¥. Identity
graphAccessAadObjectld Array
1.1 Properties
graphAccessAadClientSec... SecureString
B Locks
suffix String

Monitoring prefix String

B Alerts

Automation 1 output —

ifs Tasks {preview) Name
B2 Export template frontendURL

Help

3. Offnen Sie nun die URL in Ihrem Browser und sie konnen die Applikation nutzen.

14



Anmeldung - Secure Password ©

& (] @ frontend.=

© SecurePassword
=" Share

Passworter sicher Anmelden

VerSendeﬂ mlt < B® Bei Microsoft anmelden )
Secure Password Share.

timmungen
von Microsoft

Es gelt
und Nu

Passwaorter, die mit Secure Password Share versendet werden,
kdnnen nur einmal und nur innerhalb eines begrenzten
Zeitraumes angezeigt werden. Zusatzlich werden alle Passworter Secure Password Share fiir dein

& Ende-zu-Ende-verschliisselt. Unternehmen?

doub\eSIash

FAQ Impressum f Datenschutz & Nutzungsbedingungen @ Lizenzen

Falls sie eine eigene Domain fur Ihre Instanz von Secure Password Share einrichten
mdochten, kontaktieren Sie uns gerne via info@secure-password-share.de und wir
unterstitzen Sie kostenlos dabei!

Ende der Anleitung
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